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Module C: Access Control System

Competition time: 180 minutes

Competition Tasks and Requirements

Project task description

This Competition is based on the construction and operation and maintenance project of an integrated
intelligent security system for a future technology industrial park. The park needs to build a full-scenario security
control system integrating video surveillance, intrusion alarm, entrance and exit access control, and intelligent
parking. The system shall realize active warning of abnormal events, linkage handling, and full-process traceable
management. Competitors shall independently complete the full process from system connection design,
equipment installation and commissioning, basic system configuration, linkage strategy deployment, function
verification, and operation and maintenance troubleshooting, ensuring stable communication between
subsystems, reliable linkage, and traceable data. Finally, Competitors shall deliver an integrated security solution
that meets industry standards and the park security management requirements, comprehensively examining their
professional competence in engineering design, equipment commissioning, system integration, troubleshooting,
and operation and maintenance management in the field of intelligent security.

Instructions to the Competitor

1. At the beginning of the Competition, Competitors shall browse and confirm all task requirements.
Competitors shall complete the tasks in the order provided in this Test Project to better manage the
Competition pace and ensure the completeness of answers.

2. On-site network cables: only part of the finished network cables will be provided on site. Competitors shall
make additional network cables as required. All network cables must be checked according to the required
standard. If a cable does not meet the standard, it shall be remade immediately.

3. Device configuration: during the Competition, Competitors shall not modify device usernames or passwords
unless required by the Test Project.

4. Troubleshooting: Competitors shall have basic system troubleshooting and fault-location ability and shall be
able to inspect and make necessary adjustments to the operating environment by checking system logs,
service status, network connectivity, and related configuration files.

5. Material saving: all screenshots or videos generated during the Competition must be saved uniformly in the
designated folder: "Desktop\Exam Materials\Module C\Screenshots". Competitors shall ensure that the
materials are complete and accurately named for subsequent assessment.

6. Screenshot requirements: all submitted screenshots must show the complete current screen. Screenshots
must not be cropped or obscured.

7. A screenshot tool is provided, with the file path: Desktop\Exam Materials\Configuration
Tool\Snipaste\Snipaste.exe

Date: 22.07.26 Version: 1.0
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Initial information
Platform Initial Information

PLATFORM NAME ACCESS ADDRESS USERNAME PASSWORD

Digital Intelligent 192.168.3.122 admin vcom@2026
Security Platform

Important Notes

All devices in the global system must be configured with unique IP addresses. Duplicate IP addresses are not
allowed, as they will cause device IP conflicts and prevent device use.

Please complete the IP address setting of the license plate recognition camera first, ensuring that the IP address is
unique and communicates with the platform network, before proceeding with subsequent platform
configuration operations.

Date: 22.07.26 Version: 1.0
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Competition Tasks

Task C-1 - Equipment Installation and planning and design of
security systems

Task description

According to the requirements of Equipment Installation Design Drawing.drawio located at Desktop\Exam
Materials\Module C\Equipment Installation Design Drawing\Equipment Installation Design Drawing.drawio,
complete the device installation on the assigned workstation.

Prior to cable routing and wiring construction, finish the System Connection Design Drawing. All cables shall be
routed reasonably, neatly and orderly.

The entire installation process shall ensure that the equipment is securely fixed, accurately positioned, and
correctly connected.

Requirement 1

1. Launch the drawing software. Navigate to Desktop\Exam Materials\Configuration TooNdraw.io\ and double-
click draw.io.exe to start the program.

2. Import the equipment library. Navigate to File — Import Library, and select the file Desktop\Exam
Materials\Module C\draw.io Equipment Library\Access Control System(Car).xml to complete the equipment
library import..

3. Open the drawing project. Open the file System Connection Design Drawing.drawio for diagram editing.

4. Place all required devices on the canvas, all pieces of equipment as listed: Access Controller, License Plate
Recognition Camera, Switch, Screen, Fill Light, IC Card Reader, Computer, Rack PDU,Power Supply Cabinet.

5. Ensure all devices are fully displayed with no omissions or incorrect model information. Capture a screenshot
of this view and save it to ‘Desktop\Exam Materials\Module C\Screenshots" with the filename C-1-1.png.

Requirement 2

Complete the full editing and connection debugging of System Connection Design Drawing.drawio to ensure
the system connection diagram is complete, standardized and compliant. Export the final finished diagram and
save it to the path Desktop\Exam Materials\Module C\Screenshots with the standard file name C-1-2.png.

Requirement 3
Fill out the Construction Scheme and Schedule Arrangement document.

File path: Desktop\Exam Materials\Module C\Construction Scheme and Schedule Arrangement\Module C-
Construction Scheme and Schedule Arrangement

Key requirements and notes

This module adopts a centralized wall-mounted installation method.

The equipment shall be installed in the corresponding positions shown in the Equipment Installation Design
Drawing. Wiring shall be completed according to the requirements. Labels and cable ties shall be used for
identification. Unused wire harnesses shall be insulated with electrical tape to prevent short circuits and device
damage.

Date: 22.07.26 Version: 1.0
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Task C-2 — Gate access device adding configuration

Task description

The entrance gate access device at the main entrance of the park is the core hardware carrier for personnel entry
and exit control. To realize the intelligent entrance and exit management objectives of unified personnel passage
permission issuing and full traceability of passage records, the network parameter configuration and platform
access management of the gate access device shall be completed. Competitors shall log in to the backend of the
intelligent access control system, enter core parameters including the gate access device serial number, network
address and communication port, complete device registration, and establish a stable communication link
between the platform and the device. This provides underlying hardware support for subsequent personnel
passage authorization, card access verification, abnormal entry and exit alarm, and other functions.

Configuration requirements

CONFIGURATION ITEM CONTENT

Device Type Access Gate Controller

Device Name Gate Access Device

Device Serial Number Obtain serial number from the device
Switch Port 8

Model Entrance

IP Address Obtain the IP address from the device
Port 8000

Task requirements

Log in to the backend of the Intelligent Access Control System. Go to Access Control Management > Gate
Access Control Management. Click the Add button to open the device adding pop-up window. Complete all
gate access device parameter information according to the configuration requirements. After saving the newly
added object, enter the edit page, configure and save it, then capture a full screenshot of the edit page for
archiving.

Screenshot file: C-2-1.png

Date: 22.07.26 Version: 1.0
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Task C-3 — Personnel adding configuration

Task description

The park implements real-name passage control for entrance and exit. Personnel information files are the core
basic data for access permission allocation and entry and exit record traceability. To realize refined and ledger-
based personnel management in the access control system, and to ensure accurate permission issuing and
standardized personnel identity verification, standardized filing of basic internal personnel information shall be
completed. Competitors shall enter core information including employee number and name in the intelligent
access control system, complete personnel file creation and system archiving, and establish a complete personnel
management ledger to provide underlying data support for subsequent access card binding and passage
permission issuing.

Configuration requirements

CONFIGURATION ITEM CONTENT

Employee Number 003

Name Join

Task requirements

Log in to the backend of the Intelligent Access Control System. Go to Access Control Management > Personnel
Management. Click the Add button to open the personnel information adding pop-up window. Complete the
two (2) required fields, employee number and name, according to the configuration requirements. After saving
the newly added object, enter the edit page, configure and save it, then capture a full screenshot of the edit
page for archiving.

Screenshot file: C-3-1.png
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Task C-4 — Access card adding configuration

Task description

The park implements real-name entry and exit control. The access card is the physical carrier of internal
personnel passage permission, and accurate binding among the card, personnel, and gate device is the core link
of entrance and exit security control. To realize standardized management of personnel card access
authorization and prevent unauthorized personnel from entering or leaving the park freely, the full process of
access card information entry, personnel file association, and gate permission binding shall be completed.
Competitors shall log in to the backend of the intelligent access control system, enter the specified access card
number, associate the corresponding personnel and gate access device, complete card authorization binding,
and ensure that the card can normally open the door after becoming effective. This also provides data support
for subsequent passage record traceability and dynamic permission adjustment.

Configuration requirements

CONFIGURATION ITEM CONTENT

Access Card Number Enter the number according to your actual access
control card.

Bound Personnel Join
Employee Number 003
Binding Status Bound

Task requirements

Log in to the backend of the Intelligent Access Control System. Go to Access Control Management > Access
Card Management. Click the Add button to open the access card configuration pop-up window. Enter the
access card number according to the configuration requirements, select the bound personnel and corresponding
access control device,

After you finish saving the newly added entry, capture a full screenshot of the listing page. Ensure that the
Bound Personnel column displaying Join and the Binding Status column marked as Bound are both clearly visible
in the screenshot.

Screenshot file: C-4-1.png

Date: 22.07.26 Version: 1.0
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Task C-5 — Access card issuing Log query and verification

Task description

After the access card has completed personnel binding and permission configuration, the authorization
information needs to be synchronized and issued to the front-end gate access device. The card issuing log is the
core audit basis for verifying the authorization synchronization result and tracing the operation process, and is an
important support for compliance in security access control management. To confirm that the access card
permission has been issued successfully and that the device-side authorization is effective, and to avoid
exceptions where the system has been bound but the gate cannot be opened by card, the card issuing record
shall be queried and verified. Competitors shall log in to the backend of the intelligent access control system,
filter and query the card issuing upload log for the specified personnel, verify whether the issuing status and
associated information match, and retain the query result interface for archiving. This ensures that the full
process of access authorization is queryable and traceable, and that card passage permission is normally
implemented.

Configuration requirements

CONFIGURATION ITEM CONTENT

Event Access card uploaded to gate access device

Status Success

Task requirements

Log in to the backend of the Intelligent Access Control System. Go to Access Control Management > Card
Issuing Log. Filter by name to query the access card issuing upload log record corresponding to Join. Verify
whether the issuing status, user name, access card number, and the associated device information shall be
matched and consistent. Take a screenshot of the entry on the listing page for archiving., where the status of
this record shall be displayed as Success with the full log information visible.

Screenshot file: C-5-1.png

Date: 22.07.26 Version: 1.0
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Task C-6 — Access entry and exit record query

Task description

Access entry and exit records are the core audit basis for tracing personnel passage behavior, investigating
security incidents, and verifying the validity of passage permissions. A complete and accurate passage ledger is
an important support for compliance in park entrance and exit security control. To verify the effectiveness of the
access card passage function and check the completeness and consistency of personnel passage data collection,
access entry and exit record guery and verification shall be conducted. Competitors shall log in to the backend of
the intelligent access control system, filter and query the corresponding passage record by specified personnel,
check the matching degree of core information such as personnel identity, passage event, and associated device,
confirm that the record is complete and valid, and form a standardized entrance and exit passage ledger to meet
the management requirements of park security management and incident traceability.

Configuration requirements

CONFIGURATION ITEM CONTENT

Event Entry

Device Name Gate Access Device
Employee Number 003

Name Join

Task requirements

Log in to the backend of the Intelligent Access Control System. Go to Access Control Management > Access
Record. Filter by name to query the entry passage record corresponding to Join. Verify whether the passage
event, personnel name, employee number, and associated access control device information fully match the
configuration requirements. Take a screenshot of the page containing the complete passage record for
archiving.

Screenshot file: C-6-1.png

Date: 22.07.26 Version: 1.0
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Task C-7 — Operation dashboard display

Task description

The operation dashboard of the intelligent access control system is the visual core hub for park entrance and exit
operation and maintenance management. By aggregating multi-dimensional data such as access control device
operating status, personnel account scale, daily passage traffic, and personnel passage details, it realizes
panoramic and intuitive display of system operation and maintenance status. Operation and maintenance
personnel can quickly grasp the overall system operation status without inspecting devices one by one,
effectively improving daily operation and maintenance efficiency and supporting refined access control
management decisions. To ensure that the operation dashboard statistics are real-time, accurate, complete, and
valid, standardized verification of all dashboard data dimensions shall be conducted. Competitors shall log in to
the system backend, check user scale, device online status, daily passage count, specified personnel passage
details, and other statistics one by one, confirm that the data is correctly matched, and ensure that the operation
dashboard data is accurate and reliable, providing data support for routine access control operation and
maintenance management in the park.

Configuration information

ITEM CONTENT

User Statistics Total users: 2
Card-issued users: 1
Users without card: 1

Access Control Device Statistics Total access control devices: 1
Online quantity: 1
Offline quantity: O

Access Control Statistics Name: Join

Card Number: subject to the actual access control
card number

Entry and Exit Status: Success

Task requirements

Log in to the backend of the Intelligent Access Control System. Go to the Operation Dashboard page. Verify one
by one the corresponding statistical data that should be displayed on the page: user statistics (total users: 2;
card-issued users: 1; users without card: 1), access control device statistics (total access control devices: 1; online
quantity: 1; offline quantity: 0), daily entry and exit count statistics(entry count: 1; exit count: 0, and the number
of incoming persons is no less than 1), and Join's corresponding access card number and successful entry and
exit status in the personnel passage details. After confirming that all data is completely displayed and fully
matches the configuration requirements, take a screenshot of the complete Operation Dashboard page for
archiving.

Screenshot file: C-7-1.png

Date: 22.07.26 Version: 1.0
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Task C-8 — Basic parking lot lane configuration

Task description

The hierarchical basic configuration of parking lot, area, and lane is the foundation of intelligent parking system
business operation. A clear parking lot structure and lane attributes are the core prerequisites for license plate
recognition device linkage, vehicle passage control, parking fee calculation, and parking traffic route
management. To standardize the parking lot operation management system, complete parking business
initialization, and support subsequent vehicle entry and exit recognition, parking space scheduling, fee
management, and other core functions, standardized information configuration of the parking lot and lane shall
be completed. Competitors shall enter parking lot name, associated area, zlane information in the intelligent
parking system, define the lane passage type and license plate recognition camera working mode, and complete
the basic business architecture configuration of the parking lot, providing underlying architecture support for
full-process intelligent parking management.

Configuration requirements

CONFIGURATION ITEM CONFIGURATION CONTENT

Parking Lot Name Fire Parking Lot
Zone Type Residential Zone
Zone Name Fire Area

Parking Spaces 2

Lane Name Fire Parking Lane
Lane Type Motor Vehicle Lane
Guard Mode Unmanned

Camera Mode Single-Camera Mode
Parking Lot Fire Parking Lot
Zone Name Fire Area

Task requirements

Log in to the backend of the Intelligent Parking System. Go to Parking Configuration > Lane Settings. Complete
the new lane information configuration and save it to take effect. After configuration is completed, the lane list
shall completely display: parking lot name as Fire Parking Lot, area name as Fire Area, lane name as Fire Parking
Lane, lane type as Motor Vehicle Lane, and camera mode as Single-Camera Mode. After confirming that all
configuration information is complete and correct, take a screenshot of the complete lane list page containing
this configuration record for archiving.

Screenshot file: C-8-1.png

Date: 22.07.26 Version: 1.0
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Task C-9 — License plate recognition camera access and
intelligent parking system configuration

Device initial information

DEVICE NAME IP ADDRESS USERNAME PASSWORD

License Plate 192.168.1.100 admin admin
Recognition Camera

Task description

The license plate recognition camera at the entrance and exit of the park intelligent parking lot is the core front-
end perception device for vehicle entry and exit control. It is responsible for vehicle license plate collection,
intelligent recognition, and data upload, and serves as the data collection entry point of the intelligent parking
management system. It directly determines license plate recognition accuracy and vehicle passage control
efficiency. To build a stable and reliable intelligent parking front-end perception network and realize automatic
recognition and control of vehicle entry and exit, the full process of hardware access, network parameter
configuration, and platform management of the license plate recognition camera shall be completed.
Competitors shall complete standardized physical wiring of the device, Ethernet parameter configuration, device
access to the intelligent parking management platform, and online connectivity verification, providing stable
video collection and data transmission support for subsequent automatic license plate recognition, vehicle
passage control, and parking fee management.

Configuration requirements

CONFIGURATION ITEM CONFIGURATION CONTENT

License Plate Number <Subject to actual value>
Camera Type License Plate Recognition Camera
IP Address 192.168.3.100

Subnet Mask 255.255.255.0

Default Gateway 192.168.3.1

DNS Server 114.114.114.114

DNS Server 2 8.8.8.8

Date: 22.07.26 Version: 1.0
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Account configuration

CONFIGURATION ITEM CONFIGURATION CONTENT

Username admin

Password admin

Task requirements
Requirement 1: Device physical wiring

With the power disconnected, complete the hardware connection of the license plate recognition camera.
Connect the power supply line and data network cable, connect the device to the local area network of the
debugging computer, and confirm that the device powers on and starts normally and that the physical
communication link is smooth.

Requirement 2: Camera local network parameter configuration

Log in to the local management interface of the license plate recognition camera through a browser. Complete
the Ethernet IP address, subnet mask, gateway, DNS, and other parameter settings according to the
configuration requirements. After verifying that the information is correct, save the configuration and ensure
that the parameters take effect.

Requirement 3: Platform configuration

Log in to the backend of the Intelligent Parking System. Go to Device Management > Device List and complete
the new access configuration of the license plate recognition camera. After the device is added successfully, the
device list shall completely display: device name as License Plate Recognition Camera, device type as License Plate
Recognition Camera, Device IP Address as 192.168.3.100, and device status as Offine. Take a screenshot of the
complete list page containing this device record for archiving.

Screenshot file: C-9-1.png

Date: 22.07.26 Version: 1.0
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Task C-10 - Parking space recognition accuracy

Task description

License plate recognition accuracy is the core performance indicator of the intelligent parking system. It directly
determines vehicle passage control efficiency and parking fee accuracy and is also a key basis for measuring the
reliability of front-end perception devices and recognition algorithms. To verify the actual scenario recognition
effect of the license plate recognition system and confirm the consistency between recognition results and filed
information, the full process of target vehicle information filing and recognition record comparison shall be
completed. Competitors shall first complete the filing of target vehicle parking space attributes, owner
information, and allowed parking area in the vehicle registration module, and then compare license plate
number, parking lot, area, lane, and other associated information on the vehicle recognition records page to
confirm that the recognition results fully match the filed information. This verifies the on-site effectiveness of the
license plate recognition algorithm and provides reliable technical support for contactless passage and accurate
fee calculation in the parking lot.

Configuration requirements

CONFIGURATION ITEM CONFIGURATION CONTENT

Device Type License Plate Camera

Parking Lot Name Fire Parking Lot

Lane Name Fire Area

Zone Name Fire Parking Lane

Model Number RA552A

Device Name License Plate Recognition Camera

Device IP address 192.168.3.100

Serial Number (from camera) Copy and Paste from device config
page

Gate Control OUT1

RS485 Output A1B1

License Plate Recognition Camera- Local Device Configuration-Basic network

LAN LAN1

Date: 22.07.26 Version: 1.0
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Mode manual
IP 192.168.3.100
Netmask 255.255.255.0
Gateway 192.168.3.1
DNS server 114.114.114.114
DNS server2 8.8.8.8

License Plate Recognition Camera- Local Device Configuration-Advanced network-Basic setting

Master server has priority JEnable
Server address 192.168.3.122
Port 48090

License Plate Recognition Camera- Local Device Configuration-Push config

Equipment registration Common heartbeat
Address /park/callbackHeart
Push plate recognition result JEnable

Address /park/callbackplate

Date: 22.07.26 Version: 1.0
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Configuration requirements for vehicle registration

CONFIGURATION ITEM CONFIGURATION CONTENT

Parking Space Number 90

Vehicle Type Free Vehicle

Validity Period <Manual Adjustment>
Owner Name Join

Contact Information 18912345678

Driver’s License Number <Manual Input>

License Plate Number <Manual Input>

Allowed Parking Area Fire Area

License Plate Number <Subject to actual value>

Task requirements
Vehicle recognition record query

Log in to the backend of the Intelligent Parking System. Go to Query Statistics > Vehicle Identification Record
and query the recognition record of the target vehicle. The page list shall completely display: license plate
number as ALG888, parking lot name as Fire Parking Lot, area name as Fire Area, and lane name as Fire Parking
Lane

. After confirming that all recognition information is completely matched, take a screenshot of the complete
page containing this record for archiving.

Screenshot file: C-10-1.png

Date: 22.07.26 Version: 1.0
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Task C-11 - Lane monitoring device control and status
management

Task description

Remote barrier control is the core function for intelligent parking lots to realize unmanned operation and
maintenance and improve emergency handling efficiency. It can break the spatial limitation of on-site duty,
respond quickly in scenarios such as abnormal license plate recognition, fire emergency vehicle passage, and lane
congestion guidance, effectively reducing labor costs and shortening handling time. To ensure that the fire
parking lane device has remote controllability and to verify the effectiveness of barrier opening command
issuance and device response stability, device binding and control function verification on the lane monitoring
interface shall be completed. Competitors shall log in to the backend of the Intelligent Parking System, select the
corresponding license plate recognition camera device, open the lane monitoring and control interface, and
confirm that the barrier opening control function is normally available, ensuring that the lane device can be
remotely scheduled through the platform and providing reliable remote-control support for fire emergency
release and routine passage exception handling.

Configuration requirements

CONFIGURATION ITEM CONFIGURATION CONTENT

Barrier Device License Plate Recognition Camera

Entrance/Exit Open Barrier

Task requirements

Log in to the backend of the Intelligent Parking System. Go to Facility Management> Lane Monitoring. In the
device drop-down selection box, select the barrier device as License Plate Recognition Camera, and confirm that
the entrance and exit control area completely displays the open barrier operation control. Click “Open barrier”
and take a screenshot of the complete Lane Monitoring page for archiving.

Screenshot file: C-11-1.png

Date: 22.07.26 Version: 1.0
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Task C-12 - Blacklist vehicle control configuration and record
verification

Task description

As the core supporting area for fire safety assurance in the park, the fire parking lot must strictly prevent risks
such as illegal vehicle occupation of fire lanes and forced passage without payment. Blacklist control is a core
management method for realizing automatic interception of violating vehicles and strengthening the parking lot
safety defense line. Relying on entrance and exit license plate recognition capability, vehicles included in the
blacklist can be automatically recognized upon entry and intercepted by the barrier, transforming post-event
traceability into proactive defense. This effectively improves the precision and automation level of parking lot
safety control and ensures smooth and compliant fire lane access.

To standardize the control of violating vehicles in the fire parking lot and implement entry-prohibition
interception rules, the full process of blacklist vehicle configuration and function verification shall be completed.
Competitors shall first complete vehicle blacklist information filing in the Blacklist Management module,
including license plate number, owner information, validity period, and associated parking lot, area, and lane
configuration. After registration is completed, Competitors shall enter the blacklist record query page to check
the consistency between the generated system record data and the entered ledger, verify the effectiveness of
the full chain of blacklist function entry, archiving, and query, and finally realize precise entry prohibition control
of blacklisted vehicles in the fire parking lot.

Configuration requirements

CONFIGURATION ITEM CONFIGURATION CONTENT

License Plate Number <Subject to the actually provided license plate>
Owner Name Join

Validity Period <Manual Adjustment>

License Plate Number <Subject to the actually provided license plate>
Parking Lot Name Fire Parking Lot

Zone Name Fire Area

Lane Name Fire Parking Lane

Task requirements

Log in to the backend of the Intelligent Parking System. Go to Query Statistics > Blacklist Record and view the
registered Block List entry in the list. The page shall completely display: list type as Block List, license plate
number as ALG888, parking lot name as Fire Parking Lot, zone name as Fire Area, and lane name as Fire Parking
Lane. After confirming that all record information is completely matched and has no omissions, take a
screenshot of the complete list page containing this record for archiving.

Screenshot file: C-12-1.png

The license plate number shall be subject to the actually provided license plate.
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